Unit 1 Lab – Build Standards and Compliance
Required Materials

Putty or other connection tool Lab Server
Root or sudo command access

STIG Viewer 2.18 (download from https://public.cyber.mil/stigs/downloads/ )

EXERCISES (Warmup to quickly run through your system and familiarize yourself)

1. mount | grep -i noexec
2. mount | grep -i nodev
3. mount | grep -i nosuid
a. Approximately how many of your mounted filesystems have each of these values?
4. sysctl -a | grep -i ipv4
5. sysctl -a | grep -i ipv6
a. How many of each are there?
6. sysctl -a | grep -i ipv4 | grep -i forward
a. Does IPv4 forward on interfaces?
7. lsmod | grep -i tables
a. What type of tables exist?
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PreLAB

Download the STIG Viewer 2.18 from - https://public.cyber.mil/stigs/downloads/
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Download the STIG for Mariadb and the import it into your STIG viewer
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LAB

This lab is designed to have the engineer practice securing a Linux server or service against a set of configuration standards. These standards are sometimes called benchmarks, checklists, or guidelines. The engineer will be using STIG Viewer 2.18 to complete this lab.

MariaDB Service configuration:


1. Connect to a hammer server
2. Install MariaDB
a. dnf install mariadb-server
3. Ensure that it is running

a. systemctl start mariadb
b. systemctl status mariadb
c. ss -ntulp | grep 3306
4. [image: ]Check and remediate v-253666 STIG
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a. What is the problem?
b. What is the fix?
c. What type of control is being implemented?
d. Is it set properly on your system?
e. Connect to mariadb locally
i. mysql
ii. [image: ]SELECT user, max_user_connections FROM mysql.user;
iii. Can you remediate this finding?
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5. Check and remediate v-253677 STIG
a. What is the problem?
b. What is the fix?
c. What type of control is being implemented?
d. Is it set properly on your system?
6. Check and remediate v-253678 STIG
a. What is the problem?
b. What is the fix?
c. What type of control is being implemented?
d. Is it set properly on your system?
7. Check and remediate v-253734 STIG
a. What is the problem?
b. What is the fix?
c. What type of control is being implemented?
d. Is it set properly on your system?
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Check Text: To check the number of connections allowed for each user, as the database administrator,
run the following SQL:

MariaDB> SELECT user, max_user_connections FROM mysqluser;

f any users have more connections configured than documented, this is a finding. A value of 0
indicates unlimited and is a finding.

Fix Texct: To limit the number of connections allowed by a specific user, as a user with appropriate
privileges, run the following SQL:

MariaDB> GRANT USAGE ON ** TO “sername’'@host WITH MAX_USER_CONNECTIONS
GpA" gttty
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MariaDB [(none)]> SELECT user, max_user_connections FROM mysql.user;

+
| User | max_user_connections |
+

| mariadb.sys | 01
| root | 01
| mysql | 01
+

3 rows in set (0.005 sec)
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MariaDB [(none)]> GRANT USAGE ON *.* TO ‘username'@'host' WITH MAX USER_CONNECTIONS 1|
ERROR 1133 (28000): Can't find any matching row in the user table

Mariabs [(none)]> GRANT USAGE ON *.* TO ’'root'@'localhiost' WITH MAX_USER_CONNECTIONS
1;

Query OK, 0 rows affected (0.001 sec)

MariabB [(none)]> SELECT user, max_user_connections FROM mysql.user;
| vser | max_user_connections |

mariads.sys | o1
Taot i 1
mysql | ol

rows in set (0.002 sec)
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Status: | NotReviewed ~ | Severity Override: | caTii ~

MariaDB Enter;

e 10.x Security Technical Implementation Guide :: Version 2, Release: 3
Benchmark Date: 30 Jan 2025

Vul ID: V-253666  Rule ID: SV-2536661960735_rule  STIG ID: MADB-10-000100
Severity: CAT Il Classification: Unclass

Discussion: Database management includes the abilty to control the number of users and user
sessions utilizing MariaDB. Unlimited concurrent connections to MariaDB could allow a successful
Denial of Service (DoS) attack by exhausting connection resources; and a system can also fail or be
degraded by an overload of legitimate users. Limiting the number of concurrent sessions per user is
helpful in reducing these risks.

This requirement addresses concurrent session control for a single account. It does not address
concurrent sessions by a single user via multiple system accounts; and it does not deal with the total
number of sessions across all accounts.

The capability to limit the number of concurrent sessions per user must be configured in or added to
MariaDB (for example, by use of a logon trigger), when this is technically feasible. Note that it is not
sufficient to limit sessions via a web server or application server alone, because legitimate users and
adversaries can potentially connect to MariaDB by other means.

The organization will need to define the maximum number of concurrent sessions by account type, by
account, or a combination thereo. In deciding on the appropriate number, it is important to consider
the work requirements of the various types of users. For example, 2 might be an acceptable limit for
general users accessing the database via an application; but 10 might be too few for a database
administrator using a database management GUI tool, where each query tab and navigation pane may
count s a separate session.

(Sessions may also be referred to as connections or logons, which for the purposes of this requirement
are synonyms.)
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